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Overview of Classifying Information in the Australian Government 

The Office classifies information according to the Protective Security Policy Framework (PSPF). 
The PSPF assists Australian Government entities to protect their people, information and assets, 
both at home and overseas, by setting out government protective security policy for security 
governance, information security, personnel security and physical security. 

As the PSPF outlines, information can be collected, used, stored and transmitted in many forms, 
including electronically, physically and audibly. 

Basic Concepts in Information Classification and Handling: 

• Need-to-Know Principle: Reflects the need for personnel to only access information
where there is a requirement to do so to fulfil their official duties, and applies to all official
and security-classified information.

• Classification: The assessed rating that is given to all information that is created within
the Australian Government and reflects the level of harm and damage that could occur
to individuals, organisations and government if compromised. OFFICIAL and UNOFFICIAL
are not security classifications.

• Security Classification: The level of security classification determines the level of
physical and electronic protections and handling requirements for that information.
The Australian Government uses four security classifications:

• OFFICIAL: Sensitive

• PROTECTED

• SECRET

• TOP SECRET

• ‘Official’ Information: Official information is the collective term for all information
created, sent or received as part of the work of the Australian Government, except for
information that is classified UNOFFICIAL.

• Information Management Markers (IMMs): IMMs are an optional way to add additional
access and use restrictions to security-classified information. The IMMs currently
available to be used with security-classified information are:

• Personal Privacy (see Appendix C for definition of personal information)

• Legal Privilege

• Legislative Secrecy

Note: Only one IMM can be applied to a document or correspondence in the Office 
Network. If multiple IMMs are applicable for the topic, selected in the following order: 

1. Legislative Secrecy

2. Legal Privilege

3. Personal Privacy
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How to Classify, Protect and Transmit Official Information 

Every staff member who is the originator of information is responsible for selecting the correct 
classification when sending emails and working with digital documents. When marking 
information, you are identifying how sensitive or important the information is, who should have 
access and how the information must be handled.  

Appendix A is a Quick Guide to Classifying Information in the Office. 

Appendix B contains the Information Classification Usage Tables, which summarise the 
common Classifications and IMMs used by the Office, provide examples, and specify the Office’s 
networks that this information can be accessed on, recorded and transmitted through, and 
who it can be transmitted to.  

The incorrect application of classifications can result in information being inappropriately 
handled, which in turn can result in a reportable security breach. 

Changing Classifications: At times it may be necessary to change classifications or add IMMs 
to information. Office staff are to adopt the following practices when considering changing 
classifications:  

• Originator is the Office: the security classification can be upgraded to a higher
classification but not downgraded and an IMM added but not removed.

• Originator is another Australian Government entity: the security classification and any
IMM or caveat must be retained and not changed, unless it is suspected to be an error.
If an error has been detected, Office staff are to contact the originator to request the
information be re-classified and re-transmitted.

• Originator is an external non-Australian Government entity:

• Where the information already has a classification, this must be retained and
not changed, unless it is suspected to be an error.

• For information that doesn’t yet have a classification, Office staff should review
the contents and apply an appropriate classification, including any IMM. This is
most likely to occur when the information is saved as a record or when
responding to an email back to the originator.

Transmitting information: Staff need to ensure that transmission of information is 
commensurate to the classification and level of protection required for each classification. 
Staff should adopt the following practices: 

• All transmission of information to internal or external recipients must apply the
NEED-TO-KNOW principle no matter what the classification.

• Transmission of electronic information includes through email, sharing through approved
sharing tools, and removable media (e.g. USB Removable Drives).

• UNOFFICIAL Information can be transmitted freely to internal and external recipients.
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Security Classified Disclosure and Sharing: Important note: Under PSPF Requirement 0077, the Office has to have an agreement or arrangement, 
such as a contract or deed, in place that establishes handling requirements and protections before security-classified information or resources 
are disclosed or shared with a person or organisation outside of government to non-Australian Government organisations or individuals, unless 
the Office is returning or responding to information provided by a person or organisation outside of government, or their authorised representative, 
which the Office subsequently classified as OFFICIAL: Sensitive. 

For the Office this means, subject to a clear need to know, that: 

• We can provide security-classified information to another Australian Government entity and personnel.

• We can provide security-classified information (OFFICIAL: Sensitive only) to the prescribed private sector organisations and higher
education institutions we oversee.

• We can provide security-classified information (OFFICIAL: Sensitive only) to a person or organisation outside of government to non-
Australian Government organisations or individuals if we are returning or responding to information provided by a person or organisation
outside of government, or their authorised representative, which the Office has subsequently classified as OFFICIAL: Sensitive.

• Under all other circumstances, we need to have a contract or deed in place to ensure the correct handling and protection of
security-classified information, e.g. with suppliers and vendors.
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Appendix C: Privacy Act 1998 definition of personal information 

The term ‘personal information’ encompasses a broad range of information. 

A number of different types of information are explicitly recognised as constituting personal information under the Privacy Act. For example, the 
following are all types of personal information: 

• ‘sensitive information’ (includes information or opinion about an individual’s racial or ethnic origin, political opinion, religious beliefs,
sexual orientation or criminal record, provided the information or opinion otherwise meets the definition of personal information)

• ‘health information’ (which is also ‘sensitive information’)

• ‘credit information’

• ‘employee record’ information (subject to exemptions), and

• ‘tax file number information’. 

Although not explicitly recognised as personal information under the Privacy Act, information may be explicitly recognised as personal information 
under other legislation. For example, under the Telecommunications (Interceptions and Access) Act 1979 (Cth), certain telecommunications data 
(sometimes referred to as ‘metadata’) is taken to be personal information for the purposes of the Privacy Act. 

However, information does not have to be explicitly recognised as personal information to constitute personal information under the Privacy Act. 
The types of information that are personal information are unlimited and can vary widely. 

Further, the definition of personal information is not limited to information about an individual’s private or family life but extends to any information 
or opinion that is about the individual, from which they are reasonably identifiable. This can include information about an individual’s business or 
work activities. 

Personal information can range from sensitive and confidential information to information that is publicly available. The definition also makes clear 
that information will be personal information even if it is incorrect. 

Source: Excerpted from page titled What is personal information? – Office of the Australian Information Commissioner (OAIC) website, accessed 10 September 2025  
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